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Introduction
This  guide is a tutorial for users to get started with the public key encryption of 

GnuPG  VS-Desktop®.  Below  you  will  find  a  step-by-step  description  of  VS-NfD

(RESTRICTED) compliant encryption and decryption of files via the Windows Ex-

plorer.

The software also supports the less secure symmetric or password based encryp-

tion. This is covered in the quick guide "Password based encryption with GnuPG VS-
Desktop®".

Please also be sure to note the information provided by your security officer.

Functional description
GnuPG VS-Desktop® provides you with end-to-end encryption, allowing you to en-

crypt and decrypt mails and files, as well as generate and verify digital signatures. 

It consists of independently developed programs, including the certificate manager 

Kleopatra,  the  Outlook  Add-In  GpgOL for  mail  encryption  and  the  Windows

extension GpgEX for file encryption.

Smartcards resp. security tokens can be used optionally when using GnuPG VS-Desk-
top®. The secret key material is then stored there and is thus significantly better 

protected against unauthorized access.

It is recommended that you ask your IT administrator / support if you have any 

technical questions.

g10 Code GmbH ▪ Bergstr. 3a ▪ 40699 Erkrath, Germany ▪ +49 2104 4938 790 ▪ info@gnupg.com ▪ www.gnupg.com



Encrypt and sign with GnuPG VS-Desktop® Quick guide for users

1 Create a key
If you have not yet created or imported your own OpenPGP key pair, you will see 

the “Welcome” message when you start Kleopatra. If you already have your own 

key, you can now import it. Otherwise, click on the button New Key Pair :

If no welcome message appears, because keys have already been pre-installed by 

your organization, new keys can be created via File  > New Key Pair .

Enter your name and mail address and click on OK :
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   💡
Note

Keys do not always have to be bound to a mail address. You can also use 

project or group names, for example.

After that you will be asked to enter a passphrase (= password) with at least 9 

characters. It is best to use nonsensical strings of words or phrases, which you can 

easily remember. If applicable, keep in mind your organizational password policies:

         ⚠
Important

The password (= passphrase) of the key cannot be reset. If you 

loose the password, you will no longer be able to decrypt data en-

crypted  to  this  key.  You  should  therefore  make  a  note  of  the 

password immediately and store it securely and in compliance with 

VS-NfD or other security regulations, whichever applies.

However, you have an infinite number of attempts to guess a pass-

word for an OpenPGP key which is stored on disk. The 3 attempts 

displayed can always be repeated. (This does not apply to PINs, 

i.e. if the key is on a smartcard.).

Both the secret part of the OpenPGP key and the associated password must be 

treated as classified information, the corresponding protective measures apply.
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Kleopatra finally shows you whether the generation was successful. Confirm this

dialog by clicking OK . Your new key is displayed in the certificates menu:

By default, a key created with GnuPG VS-Desktop® has a validity period of 3 years 

(since version 3.2.0, previously 2 years), which is the period recommended by the 

German BSI.

Some time (e.g. one month) before your key expires, you should extend it by right-

clicking  → Change end of validity period .

Both after creating and extending your OpenPGP key, you must distribute the corre-

sponding certificate (= public key) to your communication partners, see the next 

chapter.

   💡
Note

If you are asked for the corresponding password when using the Open-

PGP key stored on your computer, you will be informed that you only 

have 2 attempts left if you fail, and so on. This only applies to the current 

process. You can repeat the process as often as you like and have 3 

attempts each time.

Please note:  This does not apply when using smartcards! Smart-

cards are blocked as soon as their PIN has been entered incorrectly 3 

times.
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2 Share certificates
Open the context  menu of  your  key with  the right  mouse button and click  on

Export . You can also find this command in the upper menu ribbon of Kleopatra:

   💡
Note You can export several public keys (certificates) at once.

Choose a directory and a file name for your public key and click the Save -button:
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   💡
Note

Public keys (Certificates) are not classified and may be forwarded unen-

crypted. The fingerprint ensures the integrity of the key.

3 Import certificates
For secure communication, you need the public keys resp. certificates of your com-

munication partners. If you receive keys as a file, usually with the file extension 

*.asc or *.key, import them directly into Kleopatra by double-clicking.

Alternatively, it is also common to import public keys as a text block via copy/paste, 

e.g. from web pages. To do this, use the Notepad-function:

If the imported public key is already certified by your organization, you are merely 

informed about the import. The key is then highlighted in green and marked as VS-

NfD (RESTRICTED) compliant:
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In this case, continue with chapter 5.

Otherwise, you will be asked if you want to certify the public key now:

We recommend that you confirm with Certify .

Verify the Fingerprint via a second channel, e.g. by phone, and after that click on 

Certify :
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4 Trust and certification
A key has to be certified before it can be used for VS-NfD compliant secure commu-

nication. Ideally, your organization has already done this for you.

If no trusted authority has certified this key, it is highlighted in red and marked "not 

certified". In this case you are responsible for the certification of the key. To do this, 

right-click to open the context menu of the imported key and select Certify :
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Verify the Fingerprint via a second channel - e.g. by phone - and after that click on 

Certify :

The fingerprint verification must be done once per organization. If e.g. a coworker 

has already checked the fingerprint by phone, you can set their certification trust on 

"full trust" and then their certifications will also be accepted by you.

To do this, click on Change Certification Power  in the context menu:
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Then select Grant Power :

Should a certificate already have certification power, the dialog gives you the option 

to revoke certification power.

   💡
Note

You can add columns to the certificate view via right-click. One of the op-

tional  columns  is  "certification  trust".  At  levels  "full" and  "ultimate", 

certification power is granted.

5 Encrypt files
Select one or more files or folders you want to encrypt in the Windows Explorer1. 

Open the context menu with the right mouse button and select Sign and encrypt :

1 If you take the path via "(Folder) Sign/Encrypt" in Kleopatra instead, note that only fold-
ers or only files can be selected there.
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Select who should be able to decrypt your file:

         ⚠
Important

If you do not add other recipients, no one but you can decrypt the 

file!

In the "Encrypt for others" field, type the name of the desired recipient to select a 

certificate. Alternatively, use the button on the right side of the recipient line to 

open the selection dialog, your personal crypto address book, so to speak:
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After entering the recipients, select the directory for your encrypted files and click 

on Sign / Encrypt :

Kleopatra will show you if the file encryption was successful. Click on  Finish  to 

close:

6 Decrypt files
Select one or more encrypted files or folders. Open the Explorer menu with the 

right mouse button and select  Decrypt and verify . Alternatively, double-click the 

file to decrypt:
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Kleopatra will show you whether the file decryption was successful and additionally 

the result of the signature check:

In this window you can also change the location where the decrypted file will be 

stored. The default is the folder where the encrypted file is located. Click on Save  

All  to save the decrypted file to the chosen folder:
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7 Combination OpenPGP and S/MIME
It may happen that your communication partners provide you with S/MIME certifi-

cates only. This is not a problem as you do not need a S/MIME certificate yourself to 

encrypt to S/MIME recipients. In this case you will get two file formats as output:

The  *.p7m-file  is  for  the  S/MIME recipients,  the  *.gpg-file  is  for  the  OpenPGP

recipients.
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8 Key Extension
As the BSI recommends a maximum validity period of 3 years for OpenPGP keys, a 

GnuPG VS-Desktop® key expires after this period. It can then no longer be used for 

encryption and signing if it is not extended. In case there is no indication that the 

key has been compromised (security incident), it will usually be extended.

To extend your own key, simply select "Change end of validity period" in the context 

menu. You can then select the desired expiration date.

Ideally, you should extend a certificate a little before the expiry date, but an exten-

sion is also possible if it has already expired.

After the extension, the certificate must be redistributed. It can either be uploaded 

again to the configured LDAP server (via the "Publish to server …" context menu) 

and/or exported and distributed again to the communication partners in any way 

you like with the instruction to import it. Otherwise, they will continue to see the 

"old" expiration date for the certificate and will not be able to use it after this date 

to encrypt data for you.

9 Additional Information
If you have any further questions, please also consult our website:

https://gnupg.com/kb/faq-usage.html
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Appendix
This document has been published under the license "Attribution-Share Alike 4.0 In-

ternational (CC BY-SA 4.0)". The legally binding license agreement can be found at:

https://creativecommons.org/licenses/by-sa/4.0/deed.en

GnuPG VS-Desktop® is a registered trademark of g10 Code GmbH.

Page 16 of 16 Document version 2.3

https://creativecommons.org/licenses/by-sa/4.0/deed.en

	1 Create a key
	2 Share certificates
	3 Import certificates
	4 Trust and certification
	5 Encrypt files
	6 Decrypt files
	7 Combination OpenPGP and S/MIME
	8 Key Extension
	9 Additional Information

