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GnuPG VS-Desktop®

Quick guide for users

The guide applies accordingly to GnuPG Desktop®

Document version 2.3

Introduction

This guide is a tutorial for users to get started with the public key encryption of
GnuPG VS-Desktop®. Below you will find a step-by-step description of VS-NfD
(RESTRICTED) compliant encryption and decryption of files via the Windows Ex-
plorer.

The software also supports the less secure symmetric or password based encryp-
tion. This is covered in the quick guide "Password based encryption with GnuPG VS-
Desktop®".

Please also be sure to note the information provided by your security officer.

Functional description

GnuPG VS-Desktop® provides you with end-to-end encryption, allowing you to en-
crypt and decrypt mails and files, as well as generate and verify digital signatures.
It consists of independently developed programs, including the certificate manager
Kleopatra, the Outlook Add-In GpgOL for mail encryption and the Windows
extension GpgEX for file encryption.

Smartcards resp. security tokens can be used optionally when using GnuPG VS-Desk-
top®. The secret key material is then stored there and is thus significantly better
protected against unauthorized access.

It is recommended that you ask your IT administrator / support if you have any
technical questions.
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1 Create a key

If you have not yet created or imported your own OpenPGP key pair, you will see
the “Welcome” message when you start Kleopatra. If you already have your own
key, you can now import it. Otherwise, click on the button New Key Pair :

™ Kleopatra - O bt
File  View Certificates Tools Settings Window Help

e it B B B Q El &}
SignfEncrypt Decyptfverify  Import Ewxport Certify  Lookup on Server | Certificates  Motepad  Smartcards

Welcome to Kleopatra VS-Desktop-3.1.26.0
Kleopatra is a front-end for the crypto software GnuPG.
For most actions you need either a public key (certificate) or your own private key.

*The private key is needed to decrypt or sign.
* The public key can be used by others to verify your identity or encrypt to you.

You can learn more about this on Wikipedia.

m A= (8=

Mew Key Pair Import

VSN Compliant

If no welcome message appears, because keys have already been pre-installed by
your organization, new keys can be created via \ File \ > \ New Key Pair .

Enter your name and mail address and click on :

™ Kieopatra - O
L3 i = = s Q = =
SignfEncrypt  DearyptfVerify | Import Export { f® Create OpenPGP Certificate ... ? > pricards

Enter a name andfor an email address to use for the

certificate.
Welcome t
HNa
Kleopatraisa| — me
|Edward Tester |
For most actig vate key.
Email address
*Thep
*Thep |edward.tester@demo.gnupg.com | crypt to you.

You can learn Protect the generated key with a passphrase.

Advanced Settings...

el

VSN Compliant
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¥ Keys do not always have to be bound to a mail address. You can also use
Note project or group names, for example.

After that you will be asked to enter a passphrase (= password) with at least 9
characters. It is best to use nonsensical strings of words or phrases, which you can
easily remember. If applicable, keep in mind your organizational password policies:

™ Kleopatra — O

R #® m =B B Q = = B

SignfEncrypt  Decryptfverify  Import Export  Certify  Lookup on Server | Certificates  Motepad  Smartcards

Walrnma tn Klannatra We-Nocktnn-3 1 26 0

™ Creating Key Pa
The process of creating a key requires large amounts of random numbers. This may reguire several minutes. ..
7 pinentry-qgt - X
Please enter the passphrase to Cancel

R :-“‘ protect your new key
r Passphrase: |onnnnnn & |

Repeat: |.o.ooo...oooo |

Cancel

VS-MfD Compliant

The password (= passphrase) of the key cannot be reset. If you
loose the password, you will no longer be able to decrypt data en-
crypted to this key. You should therefore make a note of the
password immediately and store it securely and in compliance with

! VS-NfD or other security regulations, whichever applies.

Important
However, you have an infinite number of attempts to guess a pass-

word for an OpenPGP key which is stored on disk. The 3 attempts
displayed can always be repeated. (This does not apply to PINs,
i.e. if the key is on a smartcard.).

Both the secret part of the OpenPGP key and the associated password must be
treated as classified information, the corresponding protective measures apply.
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Kleopatra finally shows you whether the generation was successful. Confirm this
dialog by clicking . Your new key is displayed in the certificates menu:

™ Kleopatra — O >
L2 i} = E Q El B
SignfEncrypt  Decryptfverify  Import Export Certify  Lookup on Server | Certificates Motepad Smartcards
|Sea|'-:h...-=:.-i\lt+Q = All Certificates w~
[
MName E-Mail User-IDs Valid From  Valid Until Key-ID

Edward Tester edward.tester@demo.gnupg.com & VS-NfD Compliant 8/10/2023 8/10/2025 D39A 0BC8 3207 5...

™ Success - Kleopatra ? bt

o A new OpenPGP certificate was created successfully.

Fingerprint of the new certificate: D540 2709 EAD4 ES5E 1366 D2B3 D39A 0BCS 3207 5CD2

VS-MfD Compliant

By default, a key created with GnuPG VS-Desktop® has a validity period of 3 years
(since version 3.2.0, previously 2 years), which is the period recommended by the
German BSI.

Some time (e.g. one month) before your key expires, you should extend it by right-
clicking - \ Change end of validity period \

Both after creating and extending your OpenPGP key, you must distribute the corre-
sponding certificate (= public key) to your communication partners, see the next

chapter.
If you are asked for the corresponding password when using the Open-
PGP key stored on your computer, you will be informed that you only
have 2 attempts left if you fail, and so on. This only applies to the current
0 process. You can repeat the process as often as you like and have 3
N(:te attempts each time.

Please note: This does not apply when using smartcards! Smart-
cards are blocked as soon as their PIN has been entered incorrectly 3
times.
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2 Share certificates

Open the context menu of your key with the right mouse button and click on
. You can also find this command in the upper menu ribbon of Kleopatra:

vy | Kleopatra
File View Certificates Tools  Settings  Window
T fa =2 B =

SignfEncrypt Decrypt/Verify  Import Export Cert E=
i

=]
|Sea|'-:|'|. LAY =

=
Mame E-Mail
Edward Tester  : edward.tester@dem:
5]
o
E=
=
=
(|
.\%L
Note

Help

Q
Certify...

Revoke Certification...

Trust Root Certificate
Distrust Root Certificate

Change Certification Power...

Change End of Validity Period...

Change Passphrase...
Add User ID...

Revoke Certificate...
Delete

Export...
Backup Secret Keys...
Print Secret Key...

Publish on Server...

Detailz

— O *
B
All Certificates ~

ilid Until Key-I1D

0/2025 D39A DBCS 3207 5CD2
Del
Ctrl+E
Ctrl+Shift+E V5-NfD Compliant

You can export several public keys (certificates) at once.

Choose a directory and a file name for your public key and click the —button:

™ Export OpenPGP Certificates >
« v 4 » ThisPC » Desktop » public key v O Search public key
Organize = MNew folder B © o
8 This PC " MName Date modi..  Type Size
- 3D Objects Mo items match your search.
[ Desktop
|£:-'] Documents
; Downloads
. v
File name: | Edward Tester_x32073CD2_public.asc v

Save as type: | OpenPGP Certificates (*.asc ".gpg ".pgp)

~ Hide Folders

Document version 2.3

Cancel

Save
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¥ Public keys (Certificates) are not classified and may be forwarded unen-
Note crypted. The fingerprint ensures the integrity of the key.

3 Import certificates

For secure communication, you need the public keys resp. certificates of your com-
munication partners. If you receive keys as a file, usually with the file extension
*.asc or *.key, import them directly into Kleopatra by double-clicking.

Alternatively, it is also common to import public keys as a text block via copy/paste,
e.g. from web pages. To do this, use the Notepad-function:

™ Kleopatra ' - O *
File View Certificates Tools Settings Window  Help
L2 fa B Q = B

Sign/Encrypt  DecryptfVerify  Import Ewxport Certify Lookup on Server  Certificates | Notepad = Smartcards

¥ Sign / Encrypt Notepad | | [ Decrypt / Verify Notepad | | 5 Import Notepad | VS-NfD Compliant

& Notepad £+ Redpients

——BEGIM PGP PUBLIC KEY BLOCK— ~
Comment: User-ID: Berta Boss <berta.boss @demo.anupg. com =

Comment: Valid from: /12023 3:17PM

Comment: Valid until: 8/1/2025 12:00 PM

Comment: Type: 3,072-bit RSA

Comment: Usage: Signing, Encryption, Certifying User-IDs

Comment: Fingerprint: 3AD23D49155773620EBB0 2CF 1604160EE2FC4157

mQGNBGT IBegBDADaPEhINO05CS M2y AKs966k g +B20dcq 7Q0h5/GUxsBalx TAN4

Bh5efKI2ba kM 5N Criy 3XEeRjxXDPhQReNZYe TXlffa IHWrZkYahK +RkoON

6CGM2mBeoLC 2LZHImYi5 1DhbY Wk 2g3Wz2 1L tHyPlurl)5hMA 1obR fOASstBIHTQb T

B48KTnCYtMOxA KM 2/rCuxpWE 1¥bsTFo 7DwuR SdfujViYF 7cIZ0 SpHIVWRKD za8M

SpokIKMmMEtRGFIGoNTG +YEEji9vDD LuG/fO 1Eb4sfOFgKdhloVoC fPczWeTOgCu

ZBATUZIN ACITiLan 5P MW bWWwkiWX G 3p9MyRgl0gtinM tgF8sEknna TPY fkFAEG

n13hZhg' SO 2VzbVCYpdRFISIS SopYIBgdp0 /ZZWMrkE 5 TMcR¥PsNXoqalzns

3d 1Kuclaa4EbUUpMUUNZ o434 YB 3TVRE2F /Sy v 3Gty MI kLR I9YHS T FeqD

Ti/ZBx 1zTwY wYpUAEQEAABQmMOMY ydGEgQmIzcy ASYmyydGEUY mSzc0BKZW 1vLmdu hd

VS-MNfD Compliant

If the imported public key is already certified by your organization, you are merely
informed about the import. The key is then highlighted in green and marked as VS-
NfD (RESTRICTED) compliant:
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& Kieo - O X
2 = = & Q S|
SignfEncrypt Decrypt/Merify ~ Impert Export Certify Lookup on Server | Certificates | Motepad Smartcards
|Search. LAY = All Certificates
= Imported Certificates ]
Name E-Mail User-IDs Valid From  Valid Until Key-1D
Berta Boss berta.boss@demo.gnupg.com J VS-NfD Compliant  &/1/2023  8/1/2025 16D4 166E E2FC 4157
™ Certificate Import Result - Kleopatra ? bt

Certificates
Total number processed: 1
Imported: 1

Show Audit Log

Detailed results of importing C: /Users/g 10code [Desktop /Berta Boss_0xE2FC4157_public. asc:

" 0K

In this case, continue with chapter 5.

VS-ND Compliant

Otherwise, you will be asked if you want to certify the public key now:

E B B Q B B B

Import Export Certify Lookup on Server | Certificates Motepad Smartcards

SignfEncrypt  Decrypt/Verify

] [am

|Sea|'ch. LAY =
e ™ You have imported a new certificate (public key) - Kle..  ? *
-

A phone call to the person.

Using a business card.

Confirming it on a trusted website.
Do you wish to start this process now?

[] Do not ask again

© Cancel

Mame In order to mark the certificate as valid (green) it needs to be certified.
e berta il Certifying means that you lcheck the Fingerprint.
Some suggestions to do this are:
Edward Tester edward

iﬁﬁmtes || W

il Key-ID
16D4 166E E2FC 4157
5 D39A DBCS 3207 5CD2

We recommend that you confirm with | Certify .

VS-NfD Compliant

Verify the Fingerprint via a second channel, e.g. by phone, and after that click on

Certify :

Document version 2.3
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™ Kieopatra | X
™ Certify Certificate: Berta Boss - Kleopatra *
E: Verify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user IDs with.
SignfEncrypt | Mefe: Only the fingerprint dearly identifies the key and its onner.
Fingerprint: 3AD2 3D49 1557 7382 6EBB D2CF 16D4 166E E2FC 4157 P
Search. .. <Al Certify with: Edward Tester <edward. tester @demo.gnupg.com > (& VS-ND Compliant, created: 8/10/2023) w r - w
[
N Berta Boss < berta.boss@demo.gnupg.com> D
Berta B IC 4157
Edward 207 5CD2
P Advanced
S

VS-MD Compliant

4 Trust and certification

A key has to be certified before it can be used for VS-NfD compliant secure commu-
nication. Ideally, your organization has already done this for you.

If no trusted authority has certified this key, it is highlighted in red and marked "not
certified". In this case you are responsible for the certification of the key. To do this,
right-click to open the context menu of the imported key and select | Certify :

™ Kleopatra - O *
File View Certificates Tools  Settings  Window  Help

B i B = [ Ceiy.
SignfEncrypt Decypt/erify = Import Ewport Cert @5 Revoke Certification...

Trust Root Certificate

|Sea|'-:h...-=:.-i\lt+Q = Distrust Root Certificate ] All Certificates v || W
C Change Certification Power...
E-Mail lid Until Key-ID
| berta.boss@demogny  Change End of Validity Period... /2025 16D4 166E E2FC 4157
edward.tester@dem Change Passphrase... 0/2025 D39A 0DBCS 3207 5CD2

Add User ID...

=]  Revoke Certificate...

T Delete Del

EZ  Export... Ctrl+E

= Backup Secret Keys...

2 Print Secret Key...

&=, Publish on Server... Ctrl+Shift+E

VS-NfD Compliant
[0 Details
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Verify the Fingerprint via a second channel - e.g. by phone - and after that click on

Certify

™ Certify Certificate: Berta Boss - Kleopatra x

Xa Verify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user IDs with.
SignfEncrypt [ Moles Only the fingerprint dearly identifies the key and its owner.

Fingerprint: 3AD2 3D49 1557 73862 6EBB D2CF 16D4 166E E2FC 4157

@ Certify with: Edward Tester <edward. tester @demo.gnupg.com> (% V5-NfD Compliant, created: 8/10/2023) v i u
i)
M Berta Boss <berta.boss@demo.gnupg.com> b
Berta B fC 4157
Edward 207 5CD2

P Advanced

~" Certify & Cancel

VSNfD Compliant

The fingerprint verification must be done once per organization. If e.g. a coworker
has already checked the fingerprint by phone, you can set their certification trust on
"full trust" and then their certifications will also be accepted by you.

To do this, click on Change Certification Power in the context menu:

vy ] Kleopatra - O X

File View Certificates Tools Settings Window Help

L2 it B B =B Q El =}
SignfEncrypt  Decrypt/verify = Import Ewxport Certify Lookup on Server | Certificates  Motepad Smartcards

|Sea|'ch. LAY = All Certificates w~

= B Certify..

Name S From  Valid Until Key-ID
Berta Boss b @ Trust Root Certificate 023 8/1/2025  16D4 166E E2FC 4157
Edward Tester edward.tes Distrust Root Certificate {2023 8/10/2025 D39A 0BC8 3207 5CD2

» Change Certification Power...

Change End of Validity Period...
Change Passphrase...

Add User ID...

E=]  Revoke Certificate...
O Delete Del

= Export. Ctrl+E

E=. Backup Secret Keys...
= Print Secret Key...
§=  Publish on Server... Ctrl+Shift+E

VS-NFD Compliant

[ Details
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Then select \ Grant Power :

™ Grant Certification Power - Kleopatra *

?
0 Do you want to grant 'Berta Boss <berta.boss@demo.gnupg.com = (E2FC4157)' the power to mark certificates as V5-NfD Compliant for you?
This means that the owner of this certifficate propery chedk fngerprints and confims the identities of others.

S cane
Should a certificate already have certification power, the dialog gives you the option

to revoke certification power.

You can add columns to the certificate view via right-click. One of the op-

Note tional columns is "certification trust". At levels "full' and "ultimate",
certification power is granted.

5 Encrypt files

Select one or more files or folders you want to encrypt in the Windows Explorer®.
Open the context menu with the right mouse button and select Sign and encrypt \:

| = | Projects

- a X
Home 5hare View 0
= d & cut = x |Eﬁ Ty @ i@l open - [ select all
w.| Copy path * -Tj' G’Edit Select none
Finto Quick Copy Paste Move Copy Delete Rename Mew Properties . .
access d Paste shortcut to~ ta~ - folder - &) History EF'Imtert selection
Clipboard Jrganize MNew Open Select
U > Projects N ] 2 Search Projects
(] Marne Date modified Type Size
s Quick access
@ Salary_overview.docx 9/1/2021 2:15 PM Mirrasoft Word D... 1412 KB
& OneDrive Open
Edit
[ This PC !
. MNew
) 3D Objects -
rint
Deskto .
! P &) Share with Skype
|:j] Documents Ea Scan with Microsoft Defender...
* Downloads
. s £ Sign and encrypt
Titem 1 item selected 1.37 MB More GpgEX options S =

1

If you take the path via "(Folder) Sign/Encrypt" in Kleopatra instead, note that only fold-
ers or only files can be selected there.

Page 10 of 16
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Select who should be able to decrypt your file:

™ Sign/Encrypt Files - Kleopatra ? x

Sign / Encrypt Files

Prove authenticity {sign)

Sign as: Edward Tester <edward. tester @demao.gnupg.com>= (% V5-NfD Compliant, created: 8/10/2023) ~

Encrypt

Encrypt for me: Edward Tester <edward. tester @demo.gnupg.com> (& V5-NfD Compliant, created: 8/10/2023) ~

Encrypt for others: | E3 Please enter a name or email address... | = ‘

[] Encrypt with password, Anyone you share the password with can read the data.

Cutput
Cutput files/folder:

|_E |C:,.’Users,u'gIDcodefDeskmprrojectsfraw draft.docx.apg q| [

[J Encrypt / Sign each file separately.

VS-MD Compliant %8 Sign | Encrypt Cancel

! If you do not add other recipients, no one but you can decrypt the
Important file!

In the "Encrypt for others" field, type the name of the desired recipient to select a
certificate. Alternatively, use the button on the right side of the recipient line to
open the selection dialog, your personal crypto address book, so to speak:

™ Certificate Selection - Kleopatra ? *

Please select one or more of the following certificates:

Search... All Certificates ~
i}
MName E-Mail User-IDs Valid From  Valid Until Key-1D
Berta Boss berta.boss@demo.gnupg.com % VS-NfD Compliant 8/1/2023  8/1/2025 1604 166E E2FC 4157

Edward Tester edward.tester@demo.gnupg.com & V5-NfD Compliant 8/10/2023 8/10/2025 D39A OBCS 3207 5C...

oK Reload Import... Lookup... MNew... Groups... Close
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After entering the recipients, select the directory for your encrypted files and click
on \ Sign / Encrypt :

™ Sign/Encrypt Files - Kleopatra ? *

Sign [ Encrypt Files

Prove authenticity (sign)

Sign as: Edward Tester <edward. tester@demo.gnupg.com= (¥ VS-ND Compliant, created: 8/10/2023) ~
Encrypt

Encrypt for me: Edward Tester <edward. tester@dema.gnupg.com > (% VS-NfD Compliant, created: 8/10/2023) e |
Encrypt for others: Serta Boss <berta.boss@demo.gnupg. com> (% VSN Compliant, OpenPGP, areated: &/1/2023) | =

r L]
| EB Please enter a name or email address. .. | 2

[] Encrypt with password, Anyone you share the password with can read the data.

Qutput
Qutput filesfolder:

|—E |C:ﬂ..lsersfglomdemeskbopmrojectsfrawdraft.docx.gpg dl B

[] Encrypt f Sign each file separately.

V5D Compliant %8 Sign / Encrypt | Cancel

Kleopatra will show you if the file encryption was successful. Click on to
close:

™ Sign/Encrypt Files - Kleopatra ? hd

Results
Status and progress of the crypto operations is shown here,

QpenPGP: All operations completed.

raw draft.docc — raw draft.docx.gpg: Signing and encryption succeeded.

6 Decrypt files

Select one or more encrypted files or folders. Open the Explorer menu with the
right mouse button and select \ Decrypt and verify . Alternatively, double-click the
file to decrypt:
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| = | Projects - = X
Home Share Wiew & 0
u  Cut x IEE T~ ™ open - [ select al
w-| Copy path * ﬂ' Edit 10 Select none
Pinto Quick Copy Paste _ Move Copy Delete Rename Mew Properties
access E] Paste shortcut to~ ta - folder - & History ﬁE‘Invertselection
Clipboard Organize New Open Select
"N > Projects v | B 2 Search Proiects
A - :
# Quick access Name ) Share with Skype Size
& Salary_overview.docx.gpg Ea Scan with Microsoft Defender... indrda... 1,317 KB
@ OneDrive
» g Decrypt and wverify
8 This PC More GpgEX options >
_ 30 Objects Cendto N
[ Desktop
Documents Cut
C
* Downloads v e
Titem  1item selected 1.28 MB Create shortcut IS
Delete
Rename
Properties

Kleopatra will show you whether the file decryption was successful and additionally
the result of the signature check:

vy ] Decrypt/Verify Files - Kleopatra ? X

QOutput folder: |C:stersfgmcodefDesktoprrojectsl q| 2

All operations completed.

I -

raw draft.docx.gpg — raw draft.doox: Show Audit Log
Valid signature by edward.tester@demo.gnupg.com

The decryption is WS-NfD Compliant.
Embedded file name: raw%%:20draft.docx’
Redpients:

»Berta Boss <berta.boss@demo.gnupg.com = (16D4 166E EZFC 4157)
*» Edward Tester <edward. tester @demo.gnupg.com> (D394 0BCS 3207 5C02)

Signature created on Thursday, August 10, 2023 2:05:26 PM

With certificate:

Edward Tester <edward. tester @demo.gnupg.com> (D394 0BCE 3207 5C02]
The signature is VS-NfD Compliant

The signature is valid and the certificate's validity is ultimately trusted.

Discard

In this window you can also change the location where the decrypted file will be
stored. The default is the folder where the encrypted file is located. Click on
to save the decrypted file to the chosen folder:
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I & = | Projects
Home Share Wiew
* u oy Cut x
_ _ w-| Copy path
Pmatcoce[g:uck Copy Paste ]ﬂ e l&:gve Ct-;py Delete Rename
Clipboard Organize
Uk > Projects
~
Gl Marmne
5+ Quick access
@ Salary_overview.docx
@ OneDrive B Salary_overview.docx.gpg
E This PC
_ 30 Objects
[ Desktop
@ Documents
4 Downloads v
2 items

W

- Open Select all
g @ B
< Edit Select none
Mew Properties
folder - £ History DDInvertseIection
New Open Select
V) S Search Projects
Date modified Type Size
8/17/2022 1:02 PM Microsoft Word D... 1412 KB
8/17/2022 12:58 PM OpenPGP Bindrda... 1,317 KB

7 Combination OpenPGP and S/MIME

It may happen that your communication partners provide you with S/MIME certifi-
cates only. This is not a problem as you do not need a S/MIME certificate yourself to
encrypt to S/MIME recipients. In this case you will get two file formats as output:

vy | Sign/Encrypt Files - Kleopatra

Sign [ Encrypt Files
Prove authenticity (sign)

Sign as:

Encrypt

Encrypt for me:

Edward Tester <edward. tester@demo.gnupg.com = (% V5-NfD Compliant, OpenPGP, created: 9/1/2021)

Edward Tester <edward. tester @demo.gnupg.com > (¥ YS-NfD Compliant, OpenPGP, created: 9/1/2021)

Encrypt for others: Berta Boss <berta.boss @demo.gnupg.com> (¥ VS-NfD Compliant, 5/MIME, created: 5/16/2019) |

| 2% Please enter a name or email address...

] Encrypt with password. Anyone you share the password with can read the data.

Output

[ Encrypt / Sign each file separately.

|—E |C:;’Users,.’gIDcode,.’Deskb}prrojettsfSalary_overview.docx.gpg

aln 4

ﬂ |C:;’Users;’gIDcode,.'DeskbaprrojectsfSaIary_over\tieu\'.docx.p?m

aln 4E

Cancel

V5D Compliant % Sign ;Encryptl

The *.p7m-file is for the S/MIME recipients, the *.gpg-file is for the OpenPGP

recipients.
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8 Key Extension

As the BSI recommends a maximum validity period of 3 years for OpenPGP keys, a
GnuPG VS-Desktop® key expires after this period. It can then no longer be used for
encryption and signing if it is not extended. In case there is no indication that the
key has been compromised (security incident), it will usually be extended.

To extend your own key, simply select "Change end of validity period" in the context
menu. You can then select the desired expiration date.

Ideally, you should extend a certificate a little before the expiry date, but an exten-
sion is also possible if it has already expired.

After the extension, the certificate must be redistributed. It can either be uploaded
again to the configured LDAP server (via the "Publish to server .." context menu)
and/or exported and distributed again to the communication partners in any way
you like with the instruction to import it. Otherwise, they will continue to see the
"old" expiration date for the certificate and will not be able to use it after this date
to encrypt data for you.

9 Additional Information

If you have any further questions, please also consult our website:

https://gnupg.com/kb/fag-usage.html
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Appendix

This document has been published under the license "Attribution-Share Alike 4.0 In-
ternational (CC BY-SA 4.0)". The legally binding license agreement can be found at:

https://creativecommons.org/licenses/by-sa/4.0/deed.en

GnuPG VS-Desktop® is a registered trademark of g10 Code GmbH.
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